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(54) Authenticating method for short-distance radio devices and a short-distance radio device 



(57) Embodiments of the invention provide a meth- 
od for making mutual authentication between short-dis- 
tance radio devices automatically or after confirmation 
by users, and a short-distance radio device for realizing 
the method. In a condition where a plurality of radio de- 
vices exist, each of the radio devices comprising a data 
communicating unit for performing short-distance radio 



communication and an authenticating unit for perform- 
ing authentication of the radio device, the authenticating 
unit performs mutual authentication between two radio 
devices automatically or after confirmation by users of 
the radio devices when the two radio devices come clos- 
er to each other to such an extent that coverage areas 
of radio waves generated by the radio devices overlap 
with each other. 
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Description 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0001] The present invention relates to an authenti- 
cating method for short-distance radio devices and a 
short-distance radio device. More particularly, the 
present invention relates to an authenticating method 
for short-distance radio devices, which include data 
communicating units. 

2. Description of the Related Art 

[0002] In conventional general authentication proce- 
dures for portable radio (wireless) equipment, a system 
is made up of a base station and plural pieces of portable 
equipment, and an inquiry is issued to the base station 
from each piece of portable equipment for authentica- 
tion thereof. The authentication is performed by input- 
ting data, such as the ID number and the password, 
which have been set in advance, and checking for ver- 
ification of the inputted data whether it is in match with 
data stored as a database or the like in the base station. 
[0003] However, when data such as the ID number 
and the password is inputted for the authentication as 
described above, such data itself tends to be a longer 
string of symbols comprising characters and numerals 
in mixed fashion, and hence an operation for inputting 
the data has become troublesome. Also, mutual authen- 
tication procedures, which are general in radio commu- 
nication, have a tendency to be used more and more in 
many applications in future. This causes another prob- 
lem that the complicated authentication procedures 
make a user interface also complicated. 

SUMMARY OF THE INVENTION 

[0004] Accordingly, the present invention seeks to 
provide a method and a construction capable of easily 
performing mutual authentication between short-dis- 
tance radio devices, in particular, portable devices. 
[0005] According to a first aspect of the present inven- 
tion there is provided an authenticating method for 
short-distance radio devices, comprising the steps of: 
preparing a condition where a plurality of radio devices 
exist, each of the radio devices comprising a data com- 
municating unit for performing short-distance radio com- 
munication and an authenticating unitfor performing au- 
thentication of the radio device; and performing mutual 
authentication between two radio devices by the au- 
thenticating unit automatically or after confirmation by 
users of the radio devices when the two radio devices 
comecloserto each othertosuch an extentthat cover- 
age areas of radio waves generated by the two radio 
devices overlap with each other. 
[0006] Preferably, the step of performing the authen- 



tication by the authenticating unit is performed in a state 
where a transmission output of the radio device is re- 
duced to shorten a communication distance of the radio 
device. 

[0007] Preferably, the transmission output is reduced 
only in a particular one of the radio devices. 
[0008] In one embodiment, the transmission output is 
reduced upon turning-on of an authentication button 
provided on the radio device. 

[0009] In one embodiment, the step of performing the 
authentication by the authenticating unit is performed in 
a state where reception sensitivity of the radio device is 
reduced to shorten a communication distance of the ra- 
dio device. 

[0010] Preferably, the reception sensitivity is reduced 
only in a particular one of the radio devices. 
[001 1 ] In one embodiment, the reception sensitivity is 
reduced upon turning-on of an authentication button 
provided on the radio device. 

[0012] Preferably, the radio device is a portable de- 
vice. 

[0013] According to a second aspect of the present 
invention there is provided a short-distance radio device 
comprising a data communicating unit for performing 
short-distance radio communication and an authenticat- 
ing unitforperforming authentication of the radio device, 
the authenticating unit of the radio device performing, in 
a condition where a plurality of radio devices exist, mu- 
tual authentication between two radio devices automat- 
ically or after confirmation by users of the radio devices 
when the two radio devices come closer to each other 
to such an extent that coverage areas of radio waves 
generated by the radio devices overlap with each other. 
[0014] Preferably, the authenticating unit performs 
the authentication in a state where a transmission outp ut 
of the radio device is reduced to shorten a communica- 
tion distance of the radio device. 
[0015] Preferably, the transmission output is reduced 
only in a particular one of the radio devices. 
[0016] In one embodiment,the transmission output is 
reduced upon turning-on of an authentication button 
provided on the radio device. 

[0017] In one embodiment, the authenticating unit 
performs the authentication in a state where reception 
sensitivity of the radio device is reduced to shorten a 
communication distance of the radio device. 
[001 8] Preferably, the reception sensitivity is reduced 
only in a particular one of the radio devices. 
[0019] In one embodiment, the reception sensitivity is 
reduced upon turning-on of an authentication button 
provided on the radio device. 

[0020] Preferably, the radio device is a portable de- 
vice. 

[0021] Thus, in preferred embodiments, in a condition 
where a plurality of short -distance radio devices exist, 
particularly portable radio devices, each of the radio de- 
vices comprising a data communicating unitforperform- 
ing short-distance radio communication and an authen- 
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ticating unit for performing authentication of the radio 
device, the authenticating unit performs mutual authen- 
tication between two radio devices automatically or after 
confirmation by users when coverage areas of radio 
waves generated by the radio devices overlap with each 5 
other, that is, when the two radio devices come close to 
each other within a predetermined distance. As a result, 
an operation for inputting complex data, such as the au- 
thentication number, is eliminated and the operability 
can be greatly improved. 10 
[0022] In preferred embodiments the data communi- 
cating units are based on short-distance radio commu- 
nication such as represented by Bluetooth, and have the 
function enabling the radio devices to authenticate mu- 
tually with ease, as well as the short-distance radio de- 15 
vice itself. 

[0023] Further particular and preferred aspects of the 
present invention are set out in the accompanying inde- 
pendent and dependent claims. Features of the depend- 
ent claims may be combined with features of the inde- 20 
pendent claims as appropriate, and in combinations oth- 
er than those explicitly set out in the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

25 

[0024] The present invention will be described further, 
by way of example only, with reference to preferred em- 
bodiments thereof as illustrated in the accompanying 
drawings, in which: 

30 

Fig. 1 is a block diagram showing the configuration 
of aterminal device as a short-distance radio device 
according to a first embodiment of the present in- 
vention; 

Fig. 2 is a flowchart showing the operation of the 35 
terminal device; 

Fig. 3 is an explanatory view showing the coverage 
area of radio waves when the terminal device is op- 
erated in the data communicating mode; 
Fig. 4 is an explanatory view showing the coverage 40 
area of radio waves when the terminal device is op- 
erated in the authentication mode; 
Fig. 5 is an explanatory view showing mutual au- 
thentication between the terminal devices operated 
in the authentication mode; 45 
Fig. 6 is a block diagram showing the configuration 
of aterminal device as a short-distance radio device 
according to a second embodiment of the present 
invention; 

Fig. 7 is a flowchart showing the operation of the so 
terminal device of Fig. 6; 

Figs. 8A, 8B and 8C are explanatory views showing 
an authentication state between the terminal devic- 
es of Fig. 6 operated in the authentication mode with 
reduced reception sensitivity; 55 
Fig. 9 is an explanatory view showing the coverage 
area of radio waves when theterminal device of Fig. 
6 is operated in the data communicating mode; 



Fig. 10 is an explanatory view showing an authen- 
tication state between the terminal devices of Fig. 
6 when a particular terminal device is operated in 
the authentication mode with reduced reception 
sensitivity; and 

Fig. 11 is an explanatory view showing mutual au- 
thentication between the terminal devices of Fig. 6 
operated in the authentication mode. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0025] Embodiments of an authenticating method for 
short-distance radio devices and a short-distance radio 
device according to the present invention will be de- 
scribed below with reference to the drawings. 
[0026] According to a first embodiment of the present 
invention, as shown in Fig. 1, the short-distance radio 
device for realizing the authenticating method for short- 
distance radio devices is constituted by a portable ter- 
minal device such as a cellular phone. The terminal de- 
vice comprises a short-distance data communicating 
unit 110 which forms a data communicating means for 
performing short-distance radio communication; an au- 
thenticating unit 120 which serves as an authenticating 
means capable of decoding, for analysis to make au- 
thentication, data received by the short-distance data 
communicating unit 110 in the authentication mode; an 
authentication button 130 for establishing the authenti- 
cation mode; and a radio output attenuating unit 1 40 for 
attenuating a radio output and narrowing the coverage 
area of radio waves, when the authentication button 130 
is depressed to turn on. 

[0027] The operation of the terminal device thus con- 
structed will be described below in connection with a 
flowchart shown in Fig. 2 while referring to Fig. 1. 
[0028] When the authentication button 130 is turned 
off, the terminal device is in the data communication 
mode in which ordinary communication is carried out 
(steps ST110, ST120 and ST130). More specifically, as 
shown in Fig. 3, a terminal device A is in the ordinary 
operating state and produces a transmission output ca- 
pable of covering a certain large distance (area indicat- 
ed by W1 in Fig. 3). 

[0029] When the authentication button 130 is de- 
pressed to turn on, the terminal device is brought into 
the authentication mode in which the transmission out- 
put is reduced and the coverage area of transmitted ra- 
dio waves is considerably narrowed (steps ST110, 
ST140 and ST150). For example, the transmission out- 
put is reduced to such an extent that two terminal devic- 
es are not able to receive or transmit data unless they 
are positioned close to each other. Then, when the cov- 
erage areas of radio waves transmitted from the termi- 
nal devices come into an overlapped relation, i.e., when 
the terminal devices are positioned close to each other, 
mutual authentication is enabled to start (step ST160). 
More specifically, as shown in Fig. 4, by depressing the 
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authentication button 1 30 of theterminal device Ato turn 
on, the terminal device A is brought into the authentica- 
tion mode, in this operating mode, the transmission out- 
put is considerably reduced and the communication dis- 
tance (area indicated by W2 in Fig. 4) is set to such a 
range that two terminal device are not able to commu- 
nicate data unless they approach very close to each oth- 
er. Simultaneously, the other terminal device B, also in 
which the authentication button 130 is depressed and 
the communication distance is narrowed as indicated by 
W3 ( comes closer to the terminal device A for mutual 
authentication. 

[0030] Then , as shown in Fig. 5, when both the termi- 
nal devices A and B come close to each other and enter 
within a distance capable of communicating data there- 
between (as indicated by communication distances W4 
and W5), the mutual authentication is performed be- 
tween the terminal devices automatically or after confir- 
mation by users. 

[0031] While this embodiment is arranged to perform 
the mutual authentication in the state where the trans- 
mission outputs of both the terminal devices A and B 
are reduced, the present invention is not limited to such 
an arrangement. As a matter of course, the transmission 
output of only one particularterminal device may be re- 
duced. 

[0032] Thus, since the coverage area of radio waves 
outputted in the authentication mode is narrowed to 
such an extent that two terminal devices are able to re- 
ceive data only when they are positioned close to each 
other, it is possible to prevent the mutual authentication 
from being performed among a number of terminal de- 
vices, and to carry out the mutual authentication essen- 
tially in a one-to-one relation. 
[0033] Next, a second embodiment of an authenticat- 
ing method for short-distance radio devices and ashort- 
distance radio device according to the present invention 
will be described below with reference to the drawings. 
[0034] According to the second embodiment of the 
present invention, as shown in Fig. 6, the short-distance 
radio device for realizing the authenticating method for 
short-distance radio devices is constituted by a portable 
terminal device, such as a cellular phone, similarly to 
the first embodiment described above. The terminal de- 
vice comprises a short-distance data communicating 
unit 110 which forms a data communicating means for 
performing short-distance radio communication; an au- 
thenticating unit 120 which serves as an authenticating 
means capable of decoding, for analysis to make au- 
thentication, data received by the short-distance data 
communicating unit 110 in the authentication mode; an 
authentication button 130 for establishing the authenti- 
cation mode; and a reception sensitivity attenuating unit 
1 50 for reducing reception sensitivity and shortening the 
communication distance, when the authentication but- 
ton 130 is depressed to turn on. 
[0035] The operation of the terminal device thus con- 
structed will be described below in connection with a 



flowchart shown in Fig. 7 while referring to Fig. 6. 
[0036] When the authentication button 130 is turned 
off, the terminal device is in the data communication 
mode in which ordinary communication is carried out 

5 (steps ST210, ST220 and ST230). More specifically as 
shown in Fig. 8A, a terminal device A is in the ordinary 
operating state and produces a transmission output ca- 
pable of covering a certain large distance (area indicat- 
ed by W6in Fig. 8A). 

10 [0037] When the authentication button 130 is de- 
pressed to turn on, the terminal device is brought into 
the authentication mode in which the reception sensitiv- 
ity is reduced and the communication distance is con- 
siderably shortened (steps ST21 0, ST240 and ST250). 

15 For example, the reception sensitivity is reducedto such 
an extent that two terminal devices are not able to re- 
ceive or transmit data unless they are positioned close 
to each other. Then, when the coverage areas of radio 
waves transmitted from the terminal devices are over- 
do tapped with each other and the terminal devices come 
into within a distance capable of communicating data 
between them, i.e., when the terminal devices are posi- 
tioned close to each other, mutual authentication is en- 
abled to start (step ST260). More specifically, as shown 

25 jn Fig. 8B, by depressing the authentication button 130 
of the terminal device A to turn on, the terminal device 
A is brought into the authentication mode. In this oper- 
ating mode, the reception sensitivity is considerably re- 
duced and the communication distance (area indicated 

30 by W7in Fig. 8B) is set to such a range that two terminal 
device are not able to communicate data unless they 
approach very close to each other. Simultaneously, the 
otherterminal device B, also in which the authentication 
button 130 is depressed and the communication dis- 

35 tance is narrowed as indicated by W8, comes closer to 
the terminal device A for mutual authentication. 
[0038] Then, as shown in Fig. 8C, when both the ter- 
minal devices A and B come close to each other and 
enter within a distance capable of communicating data 

40 therebetween (as indicated by communication distanc- 
es W9 and W1 0), the mutual authentication is performed 
between theterminal devices automatically or after con- 
firmation by users. 

[0039] While this embodiment is arranged to perform 
45 the mutual authentication in the state where the recep- 
tion sensitivity of each of the terminal devices A and B 
is reduced, the present invention is not limited to such 
an arrangement. As a matter of course, the reception 
sensitivity of only one particular terminal device may be 
50 reduced. 

[0040] Figs. 9 to 11 show mutual authentication be- 
tween the terminal devices of Fig. 6 when a particular 
terminal device (A in this embodiment) is operated with 
reduced reception sensitivity. First, as shown in Fig. 9, 
55 the terminal device A is in the ordinary operating state 
and produces a transmission output capable of covering 
a certain large distance (area indicated by W11 in Fig. 
9). 
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[0041] In the above condition, when the authentica- 
tion button 130 of the terminal device A is depressed to 
turn on, the terminal device A is brought into the authen- 
tication mode as shown in Fig. 10. In this operating 
mode, the reception sensitivity is considerably reduced 
and the communication distance (coverage area indi- 
cated by W1 2 in Fig. 1 0) is reduced to such a range that 
two terminal device are not able to communicate data 
unless they approach very close to each other. 
[0042] Subsequently, the otherterminal device B hav- 
ing the ordinary communication distance (coverage ar- 
ea W13 in Fig. 10) comes closer to the terminal device 
A. Then, as shown in Fig. 11 , when the terminal device 
B having the communication distance W13 comes clos- 
er to the terminal device A having the reduced commu- 
nication distance (narrowed coverage area) W12 to 
such an extent that both theterminal devices enterwith- 
in a distance capable of communicating data therebe- 
tween, the mutual authentication is performed between 
the terminal devices automatically or after confirmation 
by users. 

[0043] Additionally, when the terminal devices A and 
B are positioned close to each other, a coverage area 
W14 of another terminal device C is outside the cover- 
age areas of the terminal devices A and B. The mutual 
authentication between the terminal devices A and C is 
therefore not performed. 

[0044] Thus, since the coverage area of radio waves 
outputted in the authentication mode is narrowed to 
such an extent that two terminal devices are able to re- 
ceive data only when they are positioned close to each 
other, it is possible to prevent the mutual authentication 
from being performed among a number of terminal de- 
vices, and to carry out the mutual authentication essen- 
tially in a one-to-one relation. 

[0045] The mutual authentication is performed by re- 
ducing the transmission output in the first embodiment 
and by reducing the reception sensitivity in the second 
embodiment. As a matter of course, however, the mu- 
tual authentication may be performed between terminal 
devices which are each equipped with both the func- 
tions. 

[0046] With the authenticating method for short-dis- 
tance radio devices and the short-distance radio device 
according to embodiments of the present invention, as 
described hereinabove, the mutual authentication is 
performed between two terminal devices automatically 
or after confirmation by users when the terminal devices 
are brought into the authentication mode and are posi- 
tioned close to each other. As a result, an operation for 
inputting data for authentication is no longer required, 
and hence the operability is improved. Further, the mu- 
tual authentication can be performed with no need of 
special highly-equipped user interfaces. 
[0047] In so far as the embodiments of the invention 
described above are implemented, at least in part, using 
software-controlled data processing apparatus, it will be 
appreciated that a computer program providing such 



software control and a storage medium by which such 
a computer program is stored are envisaged as aspects 
of the present invention. 

[0048] Although particular embodiments have been 
5 described herein, it will be appreciated that the invention 
is not limited thereto and that many modifications and 
additions thereto may be made within the scope of the 
invention. For example, various combinations of the fea- 
tures of the following dependent claims can be made 
10 with the features of the independent claims without de- 
parting from the scope of the present invention. 
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Claims 

1. An authenticating method for short-distance radio 
devices, comprising the steps of: 

preparing a condition where a plurality of radio 
devices exist, each of said radio devices com- 
prising data communicating meansfor perform- 
ing short-distance radio communication and 
authenticating means for performing authenti- 
cation of said radio device; and 
performing mutual authentication between two 
radio devices by said authenticating means au- 
tomatically or after confirmation by users of 
said radio devices when the two radio devices 
come closerto each otherto such an extentthat 
coverage areas of radio waves generated by 
the two radio devices overlap with each other. 

2. An authenticating method for short-distance radio 
devices according to Claim 1 , wherein the step of 
performing the authentication by said authenticat- 
ing means is performed in a state where a transmis- 
sion output of said radio device is reduced to short- 
en a communication distance of said radio device. 



40 3. An authenticating method for short-distance radio 
devices according to Claim 2, wherein the transmis- 
sion output is reduced only in aparticularone of said 
radio devices. 

45 4. An authenticating method for short-distance radio 
devices according to Claim 2, wherein the transmis- 
sion output is reduced upon tuming-on of an au- 
thentication button provided on said radio device. 

so 5. An authenticating method for short-distance radio 
devices according to Claim 1, wherein the step of 
performing the authentication by said authenticat- 
ing means is performed in a state where reception 
sensitivity of said radio device is reduced to shorten 

55 a communication distance of said radio device. 

6. An authenticating method for short-distance radio 
devices accordingto Claim 5, wherein the reception 



5 



9 



EP 1 178 697 A2 



sensitivity is reduced only in a particular one of said 
radio devices. 

7. An authenticating method for short-distance radio 
devices according to Claims, wherein the reception 5 
sensitivity is reduced upon turning-on of an authen- 
tication button provided on said radio device. 

8. An authenticating method for short-distance radio 
devices according to Claim 1, wherein said radio 10 
device is a portable device. 

9. A short-distance radio device comprising data com- 
municating means for performing short-distance ra- 
dio communication and authenticating means for is 
performing authentication of said radio device, 

said authenticating means of said radio de- 
vice performing, in a condition where a plurality of 
radio devices exist, mutual authentication between 
two radio devices automatically or after confirma- 20 
tion by users of said radio devices when the two ra- 
dio devices come closer to each other to such an 
extent that coverage areas of radio waves generat- 
ed by the radio devices overlap with each other. 

25 

1 0. A short-distance radio device according to Claim 9, 
wherein said authenticating means performs the 
authentication in a state where a transmission out- 
put of said radio device is reduced to shorten a com- 
munication distance of said radio device. 30 

11. A short-distance radio device according to Claim 
1 0, wherein the transmission output is reduced only 
in a particular one of said radio devices. 

35 

12. A short-distance radio device according to Claim 
10, wherein the transmission output is reduced up- 
on turning-on of an authentication button provided 
on said radio device. 

40 

13. A short-distance radio device according to Claim 9, 
wherein said authenticating means performs the 
authentication in a state where reception sensitivity 
of said radio device is reduced to shorten a commu- 
nication distance of said radio device. 45 

14. A short-distance radio device according to Claim 
1 3, wherein the reception sensitivity is reduced only 
in a particular one of said radio devices. 

50 

15. A short-distance radio device according to Claim 
13, wherein the reception sensitivity is reduced up- 
on turning-on of an authentication button provided 
on said radio device. 

55 

16. A short-distance radio device according to Claim 9, 
wherein said radio device is a portable device. 



EP1 178 697 A2 



FIG. 1 



TERMINAL 

DEVICE 130 140 

, L , L 



AUTHENTICATION 




RADIO OUTPUT 


BUTTON 




ATTENUATOR 



110 



SHORT-DISTANCE DATA 
COMMUNICATING UNIT 




7 



EP 1 178 697 A2 



FIG. 2 
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FIG. 3 
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FIG. 7 
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